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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a test method for testing a 
storage area storing a decoding program without leaking an enciphered 
cryptographic key to the outside in a storage device for enciphering and 
storing data. 

SOLUTION: An enciphered cryptographic key (k) is stored in a flash 
memory 1 1. A decoding program for decoding the cryptographic key (k) 
is stored in a ROM 14 where the access from the outside is inhibited 
and protected. The cryptographic key(k) is decoded by the decoding 
program, data are enciphered by using the cryptographic key (k) to store 
the data in the flash memory 1 1 and the data read from the flash 
memory 1 1 are decoded by the cryptographic key (k) to be outputted. 
The data constituting the decoding program are processed by a hash 
function stored in the ROM 14 for checking an area for storing the 
decoding program, the processed result is compared with an expected 
value and when they are coincident, it is judged that the storage area is 
normal. 
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tfugy-t-s (xf7 7 , s 1 7) o BtmamTtx^^ 
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